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1 Introduction

In IoT environments, large amounts of procedural data are generated from IoT de-
vices, information systems, and other software applications. The use of this data
can foster the development of innovative applications in process control [63, 75, 56,
54, 35, 52, 42, 68], process conformance checking [23, 81, 83, 28], and process
enhancement [67, 59], among others. Particularly, the use of process mining tech-
niques to analyze not only process data but also IoT-collected data could provide
important insights into processes and interactions as shown in different applications
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in the manufacturing domain, such as [58, 75, 56, 59, 67]. In these applications,
IoT actuators are used to realize and execute process activities, while IoT sensors
and smart tags are used to closely monitor the execution environment and involved
resources [79, 75, 26, 37, 54]. IoT technology can therefore capture the context in
which certain process tasks are performed, allowing process mining techniques to
better understand and analyze the processes [7, 76, 12].

As such, besides the procedural data generated from the process execution sys-
tems, the data captured by IoT should also be considered an integral part of the
process execution in the form of loT-enriched event logs [57, 53]. Both the pro-
cedural nature of sensor logs, and the tight integration of these with the process
executions and the executing resources [24] makes sensor data an integral part of
process-based application scenarios in IoT [76, 75, 7].

However, the integration of IoT data and process data to be used for process
mining is still often done ex-post in a manual fashion during a separate pre-processing
phase [95, 73, 53]. In these cases, the data from the IoT environment is still collected
and stored separately, and only later it is explicitly connected to the notion of a
process, which is non-trivial as pointed out in the challenge “Bridging the Gap
Between Event-based and Process-based Systems” in the BPM-IoT manifesto [37].
In case no explicit process orchestration or monitoring happens via a BPM system,
and thus no explicit process data is available [30], the IoT data is the sole provider
of process-related data, which has to be separately identified, extracted, abstracted,
and correlated [19, 73, 76].

We define the following two extreme states of a spectrum that IoT data sets may
be in regarding their inclusion of process-related data (called Process Awareness),
with certain levels of process awareness in between:

e An IoT data set (log) exhibits Full Process Awareness, when all relations
between sensor events and process events are known.

* An IoT data set (log) exhibits No Process Awareness, when it only contains raw
sensor events, and no process events at all.

In between full process awareness and no process awareness, IoT data sets may
exhibit some known correlations with the process executions, e.g., the type of a
process activity that a specific sensor event belongs to might be known, but not the
specific instance, or the correlation of a process-level event identified from the sensor
events with a specific process instance might be unknown [95].

In this work, we propose a framework to transition IoT data sets from No Process
Awareness to Full Process Awareness, in a structured, non-exploratory fashion.
The contribution of the paper is three-fold:

* We highlight relevant challenges regarding the automatic derivation and con-
nection of process data with IoT data to allow for a better subsumption of future
work in this area of research.

* We propose a generic framework to address the identified challenges and to
derive process data from IoT data step-by-step to facilitate process mining.

* We showcase the framework using a real-life example from smart manufacturing.
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This work is structured as follows: Section 2 introduces the notion of Process
Awareness in detail. Section 3 discusses related work. Section 4 presents challenges
regarding the connection of process and IoT data. Section 5 presents our framework
to (semi-)automatically increase the level of process awareness in IoT data sets with
a real-world example from smart manufacturing. Section 6 concludes the paper and
shows opportunities and starting points for future work.

2 IoT Data and Process Awareness

This work aims at bringing the world of BPM together with the world of IoT and
cyber-physical systems (CPS). The conceptual model linking the worlds of BPM
(highlighted in grey) with IoT/CPS that we base our work on is depicted in Fig. 1.
A Business Process contains Events, Decision Points and Activities [20]. It involves
Actors playing an active part in the process and Objects. In the context of our work,
components of a CPS (e.g., a production machine) can also be actors that are able to
execute process activities, which in turn can be observed through Sensor Events.
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Fig. 1 Relation between concepts from BPM (in grey) and CPS/IoT (adopted from [73]).

IoT data is typically generated by a set of sensors that measure a set of values
emitted as Sensor Events [4]. These sensors can be standalone or part of a larger CPS
component (e.g., a production machine or production cell) resulting in a particular
sensor topology for a CPS. Actuators interact with the physical world and manipulate
its state. As actuators may also produce data regarding their current state and actions,
we consider data produced from actuators as relevant Sensor Events for our analysis,
too. Fig. 2 shows a Fischertechnik model of a smart factory (i.e., an implementation
for simulation purposes) that we use for research?. It represents a CPS consisting of
several (highlighted) CPS components that again consist of a multitude of sensors
and actuators. Sensor events may also be directly related with actors and objects.

2 https://www. fischertechnik.de/en/products/industry-and-universities/
training-models, last access: 2024-05-13
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However, we put process-related concepts in the center of our investigations, which
is why the key relationship for our work to bridge the BPM and loT worlds is the
observable througlhssociation betweehctivity andSensor Evenn Fig. 1.

The sensor events are typically either directly pushed to some loT data log by the
sensor, or collected and stored in an IoT data log by an external mechanism. Thus, a
set of |oT data logs, given some data retention policies, holds historical information
regarding all timestamped observations from a set of sensors. For each sensor, the
stream of events (calleBRaw Sensor Streamn this work) is available as a time
series [16].

Fig. 2 Factory model representing a CPS with highlighted CPS Components [56].

2.1 Process Activity{Sensors{Machines Relationship

When associating data collected from loT with process data to achieve full process
awareness, one has to consider that sensors can be related to process activities
without explicitly knowing the corresponding actions, i.e., which machine or human
triggered a certain chain of events. This is because one activity might trigger, e.g., the
start of a machine, while other activities might ne-tune the parametrization of the
machine at runtime. A third activity might then wait for an event signifying the end of

the operation. This also means that one sensor at any given time might produce data
relevant to many activities, while one activity might be enacted in the context of many
sensors (cf. Fig. 1). The same holds true for machines: a sensor might at any given
time produce data relevant to the operation of many machines (e.g., a temperature
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